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During the early morning of Saturday October 25, a flood of so called phishing emails were 
suddenly picked up by the SafeMail scanners. While all of our SafeMail customers were protected 
and these incoming emails harmlessly discarded – this alert is to notify you and your users that 
other personal email providers including Gmail, Yahoo and others may not filter these phishing 
attacks, and may lure your users into clicking through on potentially malicious links. These links 
(much like the UPS phishing email from two months ago) can link to virus and Trojan files which 
can quickly, and often irrevocably, infect workstations and servers. 
 
The two most common Subject lines in this flood were: 
 
“Your Tax Refund is now available” 
 
“eBay New Unpaid Item Message from hallummotors:” 
 
Kali Systems LLC considers these email attacks to be worthy of serious notice, and is taking the 
additional step of notifying our customers so that they may be aware of these situations as they 
arise. If you prefer not to receive these notices in the future – please let us know by email or 
phone, and we will not send further alerts. 
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